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DISCLAIMER: SSA includes the following instructions for using Adobe, and disclaims any liability
caused by your use of this product.

IMPORTANT: Before beginning this tutorial, make sure that the document you are digitally signing
is in PDF format. If not, please use Adobe’s how-to guide — How to convert a Word file to a protected
PDF in Microsoft Office for Windows.

How to convert a Word, Excel, or PowerPoint file to a protected PDF in Micraosoft Office:for Windows:

1.

2.

A. Purpose

Open a file in an Office application.
Click Create PDF in the Acrobat ribbon.
Select Protect PDF in the resulting dialog box.

In the next dialog box, set up a password and file permissions as desired to restrict people
from copying or editing the file.

This document provides the necessary information,ypolicy, and procedures for a seamless adoption
of certificate-based digital signatures in the Social Security”Administration’s (SSA) data exchange
line of business.

B. Applicability

This document establishes the necessary steps for using Adobe Reader or Adobe Acrobat to apply a
certificate-based digital'signature,to a data exchange business document PDF or a scanned PDF
document with approved digital signature use.

C. Requirements

Resources required ta.complete this procedure includes Adobe Reader or Adobe Acrobat software.

D. Procedureifor Signing a PDF Document without a Preset Signature Box

a. Insertyyour Smart Card credential into the card reader.
b. Open the PDF file with Adobe Acrobat or Adobe Reader.
c. Click on “Fill & Sign” in the upper right hand corner.

File Edit View Window Help *®

B&| @ [46 ) 186 | (=) @) [s02% [-] | [F] BB B EE 00 | ] = Fill & Sign { Comment



https://acrobat.adobe.com/us/en/acrobat/how-to/word-excel-ppt-to-pdf-converter.html
https://acrobat.adobe.com/us/en/acrobat/how-to/word-excel-ppt-to-pdf-converter.html
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d. The “Fill & Sign” menu will then expand. %
Fill & Sign | Comment

¥ Fill & Sign Tools

T AddTed
" Add Checkrark

’ Place Initials

[Z=] Place Signature -

» Work with Certificates

.Click ml ture.”

[£<] Place Signature -

N
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f. Depending on your version of Adobe, you may or may not get this pop-up. 1f.you have your
credentials inserted, then choose to create your signature withy“Use a certificate”. Then press

Next.

F

Place Signature

|8

How would you like to create your signature? (7]
() Type my signature

Use a webcam (MNew!)

'..:..-Draw my signature

[ ) Use an image

0 Uze a certificate

To continue, click Mext, and then click on the digital signature field you would like to sign, or
draw where you would like the signature to appear. Once you finish dragging out the desired
area, you will be taken to the next step of the signing process.

I | Mext = | Il Cancel ]

g. Another pop-up window will appear. Click on “Drag New Signature Rectangle...”
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Adobe Reader S

"‘.I To begin signing, choose the 'Drag Mew Signature Rectangle’ button, and then
drag out the area where you would like your signature to appear. Once you
finish dragging cut the desired area, you will be taken to the next step of the
Signing process.

|:| Do not show this message again

Drag Mew Signature Rectangle ... l I Cancel ]

h. Scroll down through the document to the signature line or where the,signature 1s desired (i.e. —
Authorized Signatures and Dates), click and hold the left mouse button, and, drag the cursor at
an angle away from your starting point.

NOTE: The rectangular box should measure out tode the same space of the signature line so
that the signature will be an adequate size and is readable.

DISPUTE RESOLUTION: Disputes related to this Agreement shall be resolved in accordance with instruc
Treasury Financial Manual (TFM) Volume L Part 2, Chapter 4700, Appendix 10 Infragovernmental

AUTHORIZING SIGNATURES AND DATES

The signatories below warrant and represent that they have the competent authority on behalf of their respective agencies to enter into
the obligations set forth mn this Agreement.

Electronic Signature Affirmation: By selecting the [SIGN] button. the user is signing the
document electronically. The user is agreeing that their electronic signature has the same legal
validity and effect as their handwritten signature on this document. and that it has the same
meaning as their handwritten signature.

| SOCIAL SECURITY ADMINISTRATION XXX

[Name] [Name]
[Tatle, Office] [Title, Office]

Date: Date

i. A pop-up window will appear. If the “Sign As:” drop down is not already populated with
your credentials, use the drop down menu to select your credential.
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Sign Document &J

Sign As: example.example @ssa.gov (Communications Server) v] @

Certificate Issuer: Communications Server
Appearance: Standard Text =

exam p|e @xg Dotall sioned by

example. example@ssa.gov

DMN:
m ple @Ssa g gﬂ\r:example.example@ssa_g @

Date: 0000.00.00 00:00:00
ov -0000

Sign ] | Cancel

a. If your credential does not appear, verifysyour credential is in the card reader, then
on the ‘Sign As’ drop down menu select “RefreshdD List.”

b. The signature appearance willlookisimilar to the example below:

Digitally signed by
. cramplecxomploi@ssa gov
example.example

DM: cn=cramplccxo mplo@ssagov
@553-90‘-' Diate: DOD0.00.00 DO:00:00 0000

J. Verify the,displayed information is correct. Click “Sign.”

Electronic Signature Affirmation: By selecting the [SIGN] button, the user is signing the
document.electronically. The user is agreeing that their electronic signature has the same legal

validity and efféect as their handwritten signature on this document, and that it has the same
meaning as their handwritten signature.




Instructions for Applying a Digital Signature

Sign Document

Sign As: example.example @ssa.gov (Communications Server) vl @

Certificate Issuer: Communications Server
Appearance: Standard Text =

example.exa 295 o

example.example@ssa.gov
DN:
m ple @Ssag cn=example.example@ssag @ \
oy
Diate: 0000.00.00 00:00:00
ov Date |

k. The system will prompt you to save the document. You can save the document with its current
name or rename the document. Save the document.
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18 Cormputer
&L, 0sDisk (C:)

Save As : -
PR a2 o 00w -
— S 4
K__.)(::.);' ¢ Users » marchik.blaine » Desktop » - | *3 | | Search Desktop o)
S — = e |
Organize « Mew folder == - @
4 Downloads “ MName Date modified Type
=l Recent Places . _ . .
. Brian 6/13/2016 7:59 AM  File folder
B , Mew Users 6/16/2016 9:04 AM File folder
ibraries
”‘i@ 0 | @]BEX 4/28/2016 6:35 AM  Internet Shortcut
ccuments =
J" s @ Completed Forms 5/17/2016 6:57 AM Shortcut
usic
= '@ Pages from eSign screen shots 6/23/20161:24 PM  Adobe Acrobat D...
ictures
E . @ TekPro Apps 6/23/2016 6:16 PM Shortcut
ideos

5 marchik.blaine [ - —

Pages from eSign screen shots

File name;

Save as type: IAd obe PDF Files (*.pdf]

“ Hide Folders Save to Online Account

"L

Save

| Cancel |

I. A new pop-up window will appearpromptingyou to enter the PIN associated with your Smart

Card credential. <Enter the PIN dand seclecty“OK.”

Microsoft Smart Card Provider
Please enter your PIM,

 pr— PIN

FIM

AT R TTETE TR TTTUTE NI T TP LT o

Cancel

Lok ]

m. After entering your PIN, the digital signature will appear in place of the rectangle.

9
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When all signatures are valid, a message will display that the document is “Signed and all
signatures are valid.” (Refer to example below.)

NOTE: The “Signed and all signatures are valid” may not always appear. If your digital
signature still appears in place of the rectangle, you may proceed.

%) Signed and al signatures are valid.

AUTHORIZING SIGNATURES AND DATES

The signatories below warrant and represent that they have the competent authority on behalf of their respective agencies to enter into
the obligations set forth in this Agreement.

Electronic Signature Affirmation: By selecting the [SIGN] button, the user is signing the
document electronically. The user 1s agreeing that their electronic signature has the same legal
validity and effect as their handwritten signature on this document. and that it has the same
meaning as their handwritten signature.

SOCIAL SECURITY ADMINISTRATION XXX

by Joh

John Doe
DN: n Doe, 5=55A, ou=55A,
John Doefimzan=:
Date: 2018.06.15 09:00:42 -04'00
[Name] [Name]
[Title, Office] [Title, Office]
Date: Date:

n. When you sign the document and all signatures are valid, save the signed document and return
to the requestors

NOTE: If there are problemswwith at least one signature, a message will display reading “At
least one signature has problems.” (Refer to example below.) If this happens with your
signature, you should ensure to correct the issues before sending to the requestor. Otherwise, the
signature will not be considered valid.

10
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AUTHORIZING SIGNATURES AND DATES

The signatories below warrant and represent that they have the competent authority on behalf of their respective agencies to enter into
the obligations set forth in this Agreement.

Electronic Signature Affirmation: By selecting the [SIGN] button, the user is signing the

document electronically. The user 1s agreeing that their electronic signature has the same legal

validity and effect as their handwritten signature on this document, and that it has the same

meaning as their handwritten signature.

SOCIAL SECURITY ADMINISTRATION XXX

Digitally signed by John Doe

John Doe 2 sstes

Date: 2018.06.15 09:00:42 -04'00"

[Name] [Name]
[Title, Office] [Title, Office]

Date: Date:

R
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